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ABSTRACT

1

Data fidelity is of prominent importance for scientific experiments
and simulations, as the data upon which scientific discovery rests
must be trustworthy and retain its veracity at every point in the
scientific workflow. The state-of-the-art mechanism to ensure data
fidelity is through data provenance, which keeps track of the data
changes and allows for auditing and reproducing scientific discoveries. However, the provenance data itself may as well exhibit
unintentional human errors and malicious data manipulation. To
enable a trustworthy and reliable data fidelity service, we advocate achieving the immutability and decentralization of scientific
data provenance through blockchains. The challenges of leveraging
blockchains in high-performance computing (HPC) are two folds.
Firstly, the HPC infrastructure exhibits incompatible characteristics
to the targeting platform of existing blockchain systems; Secondly,
HPC’s programming model MPI alone cannot meet the reliability
requirements expected by blockchains. To this end, we propose
HPChain, a new blockchain framework specially designed for HPC
systems. HPChain employs a new consensus protocol compatible
with and optimized for HPC systems. Furthermore, HPChain was
implemented with MPI and integrated with an off-chain distributed
provenance service to tolerate the failures caused by faulty MPI
ranks. The HPChain prototype system has been deployed to 500
cores at the University of Nevada’s HPC center and demonstrated
strong resilience and scalability while outperforming state-of-theart blockchains by orders of magnitude; we are working on deploying HPChain to the Cori supercomputer hosted at the Lawrence
Berkeley National Laboratory.

Data fidelity is of prominent importance for scientific experiments
and simulations, as the data upon which scientific discovery rests
must be trustworthy and retain its veracity at every point in the
scientific workflow. Scientific data might be intentionally fabricated
or falsified, might be invalidated due to system failures, or might be
accidentally modified due to human errors. Regardless of the root
cause, the resultant data is not trustworthy and leads to inaccurate
or incorrect scientific conclusions. As a case in point, the National
Cancer Institute found 0.25% of trial data are fraudulent in the year
of 2015 [4]. In earth sciences, scientists emphasized the importance
of maintaining data provenance in achieving the transparency of
scientific discoveries [18].
The de facto way to audit and reproduce scientific research and
data is through data provenance, which tracks the entire lifespan of
the data during the experiments and simulation at various phases
such as data creation, data changes, and data archival. Conventional
provenance systems can be categorized into two types: centralized
provenance systems and distributed provenance systems. One representative centralized provenance system is SPADE [7], where
the provenance (from various data sources) is collected and managed by a centralized relational database. Domain-specific systems
based on such centralized design are also available in biomedical
engineering [2], computational chemistry [13], to name a few. Although having been reasonably adopted by various disciples, the
centralized provenance systems are being increasingly criticized
by researchers and scientists who face the exponentially-grown
data in terms of velocity and volume, the so-called “Big Data.” In
essence, the centralized system, due to the performance bottleneck
on the centralized node (not to mention its potential single point
of failure), cannot meet the performance expectation of many dataintensive scientific applications and to this end, we started witnessing the boom of various distributed approaches toward scalable
provenance [3, 22]. Indeed, those distributed provenance systems,
mostly built upon distributed file systems as opposed to centralized
databases, eliminated the performance bottleneck and delivered orders of magnitude higher performance than centralized approaches.
As a double-edged sword, however, distributed provenance systems pose a new concern on the provenance itself: the chance that
the provenance is tempered with increases from f % to n · f %, where
f indicates the failure rate of a single node and n the total number of nodes. Moreoever, a natural question then is, while the
provenance is supposed to audit the execution of the application, who then should audit the provenance? Do we need
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to build the provenance of provenance? So the recursion goes on
and on, indefinitely. To this end, decentralized provenance systems were recently proposed inspired by blockchains. These systems (e.g., ProvChain [10], SmartProvenance [15]) are also called
blockchain-based provenance systems that are both temper-evident
and autonomous, thus guarantee trustworthy data provenance.
Multiple issues exist for applying a blockchain-based provenance
system to HPC. Firstly, it is not hard to see that its space efficiency is
low, its network traffic consumption is high, and the consistency is
always a challenging problem. Besides, all these blockchain-based
provenance systems are built in such a way that the underlying
blockchain infrastructure is a black box and the provenance service
works as a higher-level application by calling the programming
interfaces provided by the blockchain infrastructure such as Hyperledger Fabric [8] and Ethereum [6]. In the best case, the provenance
services might miss optimization and customization opportunities
because the former cannot (or, prohibitively expensive and complicated to) modify the lower blockchain layer; to make it worse,
the applicability of those blockchain-based provenance systems is
constrained by the underlying blockchain infrastructure.

2

PROPOSED APPROACH

We propose HPChain, a new blockchain framework, specially designed for HPC systems. HPChain exhibits two key technical novelties compared with mainstream blockchain systems.
HPChain employs a new consensus protocol tailored to
HPC system infrastructure. Extending a shared-nothing protocol into a shared-storage one might sound trivial, this turns out to
be a challenging problem if we need to maintain the high security
(i.e., the 50% quorum voting) after the extension. Specifically, the
original blockchain consensus assumes that no single party could
control more than 50% of the nodes1 (each of which has its distinct storage device), however, in a shared-storage infrastructure, a
single compromised storage node would be equivalent to multiple
nodes from the blockchain’s perspective. To this end, we design the
protocol in such a way that both the compute and storage nodes are
taken into account for the quorum voting (i.e., the consensus protocol), but only the former are involved in the validation procedure;
the idea was partly inspired by our prior experience of building an
in-memory blockchain system [1]. Furthermore, we have proven
the safety of the proposed consensus protocol.
HPChain was implemented with MPI [12] and will be integrated with an off-chain distributed provenance service. As
such, HPChain can be deployed to an environment without the
TCP/IP stack. To overcome the resilience problem (i.e., a single MPI
rank cracks down the entire blockchain job), HPChain employs
a distributed, off-chain data provenance module that periodically
records the provenance of the job execution. The off-chain provenance is complementary to the MPI-based on-chain data: if the
HPChain fails due to a faulty rank, the off-chain provenance can
continue auditing the execution of the monitored job until HPChain
recovers and synchronizes with the off-chain provenance. The offchain provenance module will be extended from our prior work [22]
built upon the ZHT distributed key-value store [9].
1 As

PRELIMINARY RESULTS

Test Bed. The HPChain prototype system was deployed to 500
cores at the University of Nevada’s HPC cluster Pronghorn [14].
Pronghorn is composed of CPU, GPU, and storage subsystems
interconnected by a 100 Gb/s non-blocking Intel Omni-Path fabric.
Each compute node is installed with Ubuntu 16.04, Python 3.7.0,
NumPy 1.15.4, mpi4py v2.0.0, and mpich2 v1.4.1.
Workloads. We took YCSB [20] as the transaction workload to
evaluate the performance of HPChain; YCSB is widely accepted in
measuring the performance of blockchain systems, for example in
BlockBench [5] (for private blockchains) and BlockLite [19] (for
public blockchains). In YCSB, each node is responsible for performing both read and write operations for each transaction. Specifically,
a transaction data movement is in the form of, semantically, “data:
place A to place B.” In HPChain, each block contains four transactions, and we deploy more than two million transactions (2,013,590)
to the prototype.
Results. We evaluated the HPChain prototype system from four
perspectives: resilience, throughput, latency, and scalability. During
the execution of processing the two million transactions, up to four
cores (out of 500) crashed, leading to 99.4% nodes holding valid
blockchain data. Note that the consensus protocol requires only
51% nodes correctly running. HPChain delivers up to 6×, 12× and
75× higher throughput than Hyperldeger, Ethereum, and Parity
respectively. Throughput is defined as the number of processed
transactions per second (txn/s). HPChain incurs orders of magnitude lower latency than the state-of-the-art. For each transaction,
the average delay of HPChain is up to 1000×, 400×, and 5000×
shorter than that of Hyperledger Fabric, Parity, and Ethereum, respectively. In terms of scalability, the throughput is only slightly
decreased from 100 cores to 500 cores: 36,001 txn/s to 33,543 txn/s.

4

FUTURE WORK

One limitation of off-chain provenance is that when HPChain is
offline, the off-chain data becomes vulnerable (without the validation of on-chain data). It would be a more desirable solution if
we can, somehow, turn the off-chain data into another blockchain
whose MPI session is independent than that of the main HPChain.
In other words, there are two blockchains (thus, two MPI “worlds”)
concurrently running for the data fidelity job, one as the primary
chain and the other as the secondary chain. The idea is not entirely
new: it was called a sidechain [16] whose original goal was to improve the performance of the master blockchain by offloading some
specific tasks to the sidechain. However, sidechain has not been
widely adopted due to its huge performance overhead—it usually
takes 1-2 days to switch between the main chain and its sidechain.
We are designing new protocols to reduce the switching overhead.
We are also working to deploy HPChain to the Cori [17] supercomputer hosted at the Lawrence Berkeley National Laboratory.
On the one hand, we plan to evaluate the effectiveness and performance of HPChain with more real-world scientific applications
at extreme scales, e.g., astronomy and medical imaging we previous studied in [11], bioinformatics and seismology we previously
studied in [21]). On the other hand, we will also investigate how to
leverage the HPC-compatible blockchain framework HPChain in
more use scenarios such as fault tolerance and distributed caching.

known as “51% attack” in blockchains.
2
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